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ABSTRACT

In recent years, the internet of things (IoT) and industrial
factory 4.0 have become important topics in research. loT
devices and chips are now integrated into intelligent machines,
allowing them to collect and upload product information to
cloud services or edge servers (ESs). This has given rise to a
new application called the industrial internet of things (110T). In
the 1loT architecture, there is a publisher/subscriber model
where the publisher and subscriber can communicate with
each other through Edge servers as a broker between them.
When a subscriber attempts to order some topic from the
broker, the broker will forward these topics to the publisher.
Then, the publisher could forward the related messages back to
the broker and the broker sent these messages to the
corresponding subscriber. During the message transmission, if
the message does not employee some encryption methodology,
then the message may be intercepted or modified by the
attacker. lLe., the ordered message’s privacy cannot be
guaranteed well in this MQTT model.

On the other hand, the message source also cannot be
confirmed if there is an attacker which it could modify the
message source address and other related information. When
the subscriber has received this message, it cannot also confirm
the message’s source from the broker. In order to solve above
problems, there are some related methodologies to provide
their solutions in this architecture. There is an approach
proposed that it can delegate the encryption method to the ES
server if the ES server is assumed to be semi-trusted. In fact, we
thought that the ES is assumed to be semi-trusted, it still cannot
be trusted fully, i.e., it also could not to perform the delegate
operation on its willing even to protect the publisher’s data
source information either. In order to deal with above problems,
we propose our methodology for the 10T architecture. Our
scheme is efficient, provides data protection for subscribed
messages, and does not rely on any semi-trusted party
assumptions. Moreover, our approach is implemented with an
efficient MCL pairing library, making it suitable for loT
devices with constrained resources or limited computing
power inthe IloT architecture.

Keywords: Internet of Things, Industrial Internet of Things,
Proxy Re-Signature, Data Privacy.

I. INTRODUCTION

With the implementation of Industry 4.0, intelligent
machines can now be equipped with internet of things (1oT)
chips and devices, giving rise to the industrial internet of things
(11oT) architecture. This architecture integrates many network
techniques which it is the cloud computing, edge computing
[1], deep learning [2] with 10T sensors and controllers. In this
environment, an 10T device can transmit its perceived data to
either a cloud service [3], [4] or edge servers [5, 6, 7] for
processing. The cloud servers can then store the final processed
data in their own databases, which can be accessed by end-
users through web cloud services. However, during the data
transmission process, 10T devices may upload product-
sensitive data without any data confidential protection, making
them wvulnerable to malicious network attacks that can tamper
or intercept the data. Therefore, data integrity, confidentiality,
and anonymity are the three critical properties that must be
taken into account inthe IloT architecture. Figure 1 depicts the
publisher/subscriber model of 10T scenario on the cloud as
demonstrated in [8]. The publisher/subscriber (Pub/Sub)
architecture is also used in this scenario to store, filter, and
forward perceived data between the publisher (data owner) and
subscriber (data receiver) nodes in communication.

In the IlloT architecture, publishers and subscribers
communicate with each other through the Edge servers or
cloud servers, as shown in Figure 1 proposed by [8]. In this
paper [8], it is assumed that a key distribution center (KDC)
handles the key escrow problem between two sides and the ES.
Subscribers can forward their order requests topic to publishers
through the ES, and publishers can send the desired content
according to the received topic. If there is a matching request,
one of the publishers will deliver its related data to some
subscribers through the ES. When the ES has received this data
from one of publishers, it performs data encryption and then for
warded the final result to the subscribers. However, in this
situation, the data sent by publishers is not well encrypted,
making it vulnerable to interception or modification by
malicious attackers during transmission. This can cause

*Corresponding Author: Ming-Te Chen (E-mail: mtchen@ncut.edu.tw).

! Department of Computer Science and Information Technology, National Chin-
Yi University of Technology, No.57, Sec.2, Zhongshan Rd., Taiping Dist,,
Taichung, 11311, Taiwan



significant cost damage to industrial companies, especially
when the content is secret information related to their products.
Additionally, subscribers cannot guarantee content protection,
and if the content is modified during transmission, they cannot
confirm the data integrity. Several articles have proposed
methodologies to address these problems, such as [8] and [9].
However, their efficiency is still inadequate in terms of
significant pairing computation, making them unsuitable for
lloT devices with constrained resources or limited computing
power. In [8], the authors claimed that they provide data
anonymity and is suitable for the IloT architecture. In [9], the
authors showed that their approach using the re-encryption
method under the ES server is a semi-trusted party. However,
we believe that these schemes’ efficiency is not practical, and
the ES server cannot be considered a semi-trusted party when
it conspires with malicious subscribers or attackers.
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Figure 1. The publisher/subscriber architecture in [1].

We propose a revised methodology that utilizes the proxy
re-signing technique [10] as our foundation. Our approach
removes the semi-trusted assumption of the ES and designates
the GM as the delegator to whom each publisher is a delegate.
In this approach, the GM performs the proxy signature re-
signing process simultaneously when delegated by some
publishers, and forwards the final result to the ES server for
transmission to the subscriber. Our approach also demonstrates
a formal security proof in the last appendix. Our contributions
are outlined below:

®  Integrity: Our scheme provides member signature and
re-signing functionalities, ensuring the dedicated
receiver can confirm the signature and content integrity

through signature verification of the received cipher-text.

®  Confidentiality: We offer data encryption with time-
bound involvement, ensuring that only the designated
subscriber can decrypt and retrieve the original content.
The subscriber can also verify the signature related to
this content, determining its validity.

®  Anonymity: During data transmission, only the
publisher and the GM know the real data, with the ES
server unaware of the content’s actuality. The
designated subscriber can decrypt the ciphertext

successfully, obtaining the original content with the
privacy protection.

®  Designated subscriber: Only the designated subscriber
can obtain the original censored message from the
received ciphertext and performs the signature
verification with the decrypted message. Attackers
cannot decrypt the ciphertext without the corresponding
decryption key. Under this architecture, subscribers can
confirm that the message is designated for them with
data privacy protection, and the assurance that the data
is sent from the desired I10T group.
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Figure 2. The Proposed Architecture in our approach.

I1. RELATED WORKS AND SECURITY
DEFINITIONS

21 Related works

In the beginning, we review some articles [8, 9] for
discussion. In [9], the authors proposed an anonymous
message scheme in the IloT architecture under the assumption
that the ES server is semi-trusted. They adopted re-encryption
to achieve this goal, with the ES server performing the re-
encryption computation upon receiving the content. However,
we consider it a strong assumption to assume the ES server is
semi-trusted. The ES server’s role is to store or forward the
encrypted content and corresponding signature to the
subscribers. In terms of security objectives, we believe that the
ES server may conspire with malicious subscribers or attackers,
potentially leaking unencrypted content to the conspired
subscribers or dishonestly performing re-encryption. This
could cause significant damage to data owners or publishers in
this 10T architecture, particularly when there is a commercial
relationship between publishers and subscribers.

To address this issue, we remove this assumption and
instead utilize the MCL library [15], as implemented in [13], as
our implementation library. We also provide a comparison of
each scheme’s efficiency in Table 3.

Our contribution is in developing a re-signing technique
that ensures data protection with stand chosen cipher-text
attack-11. Each loT publisher owns data and aims to provide
censored information to the subscribers based on the topic
order. In our approach, the GM acts as a data signer within the
same group and generates the final cipher-texts to the
subscribers directly. Then, GM forwarded the final cipher-texts
to the cloud servers or edge servers. In our scheme, a publisher
can also generate its own signature on the censored data and
forward it to the GM with delegation information. If the GM
accepts the delegation, it will request the delegation key from



the corresponding publisher. This ensures data anonymity and
prevents the ES server from conspiring with the subscribers.
Moreover, the re-signing operation on the publisher’s
signature guarantees the subscribed content’s integrity. The
subscriber and GM can verify the final received signature and
member signature, respectively. In terms of efficiency, our
scheme outperforms other schemes [8, 9] as shown in Table 3.
Our approach has a lower computation cost, so subscribers do
not need to provide more computing power or resources to
access the subscribed content. This makes our approach
suitable for the lloT architecture with constrained limited
resources, such as mobile devices like smartwatches or
electronic paper as application agents. In conclusion, our
approach offers an efficient conclusion, our approach offers an
efficient methodology with a formal security proof provided in
the appendix.
2.2 Security definitions
In this subsection, we define the security parameters and
other cryptography functions in the followings.

Definition1:  Bi-linear Groups

We also define the bi-linear map function and bi-linear group
definitions as follows:

®  We assume that there are two multiplicative cyclic
number groups with a large prime number p. One
group is named as G, and the other one is named as

G,.
®  We also assumed that there exists a group G , an
isomorphism ¢ : G, — G; and abilinear map
e: Gy X Gy - Gy.
®  We defined that e, ¢ and the group action in G,

G, and G canbe computed efficiently.
Definition 2:
The g-SDH problem in (G, G),is defined as follows: given
a (q+2) -tuples (g1, 9 95 95 g5") as input

where asabove g; = ¢(g,), outputa pair (c, gx+c ) where
¢ € Z,.An algorithm A has advantage € in solving q-
SDH in (G4, G,)if

The g-SDH Assumption

(e

pr|A(g: g, 95 95", . 95"

>e (D

where the probability is over the random choice of generator
g2 € Ge with g; = ¢(g,), the random choice of x €
Z and the random bits consumed by A.

Definition 3:  Existential Forgery under a Chosen
Message Attack Game (EFCMA Game)

First, we must define a secure against existence unforgeability
(EF) with a chosen message attacker of our proposed scheme.
We also take the Lemma 3.3 of ref[19] as a building block and
assume that it is a black box under this game. Next, we prepare
the following experiment. First, assumed that there exists a
simulator A and a forger B for this scheme. A will
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launch the experiment simulation to simulate each query sent
from B with a subscriber as follows:

®  Setup: Initially, A will start to simulate the system
parameters in this phase. <A is given the public key of
(91, 92 U, g3, 7) and it will let them as the public key
of one publisher, where we assume it as j. After above
system setting up completely. A also prepares the
responding for each query made from B with the help
of above black box in the next phase.

Phase 1: In this phase, B can launch all kinds of
queriesto A, and A will generate the corresponding
value back to B as follows:

»  Hash H; query: When B asksthe H; query
on the messages (m;) and on the subscriber j, it
also generates the corresponding hash values
back to H, (R;||m;) with the random number
R; . On the other hand, if B queries on the
ciphertext (Cy, C,, C3)to A, then it returns the
H{(C;||C3]|C3) valueto B.All above queries
message are preserved inthe H; -list of A.

Sign-cryption query: When B submits a
signature query on the random message
Wy, ..., Wq € Z, . First, A will input each
message to check the encryption listof E; -list. If
there is an entry inside, then A returns the
(Cl,Cz,C3,aj ,z) to B, where j €
{1, ..., q}. If there is no sign-cryption query
entry found, it also transfers to make the sign-
cryption operation. It inputs the query message
m; and the target subscriber’s publickey pk; |,
then A computes the encryption computation
with above random value of H; -list to
fetch (R- )T ) values. With these two values,
A can compute the sign-cryption signature part
o; on the message m; . Finally, A forwards
the signature tuple (Cl, C,, C3,crj,z) to the
B.

From above game simulation, we assumed that if there exist a
forger B with €’ to forge a valid sign-cryption signature in
the t’ periodatmost g, times sign-cryption query. Then we
have

AdvEFeMA(G,t' ) = &

(2)

where the advantage is over the random values selected by B
and the simulator A in the polynomial time bound t’.

Theorem 1: In this theorem, we claim that the q-SDH
assumption holds if and only if there is no such attacker A
that it can break above EFCMA game with advantage € that

€=2(e"+ g5 qe - qu/p) = 2€’
t < t'—60(qs qe qn-
(3)

where at most g, times sign cryption query, at most g,

),



times encryption query, at most g, times hash query, and at
most T time for an exponentiationin G; and G,.

Definition4:  Indistinguishable selective identity chosen
cipher-text attack (IND-sID-CCA) Game

Here, we continue to define the experiment for the chosen
cipher-text attack in the following. We also assume that there
exists a malicious attacker A4 andasimulator F whose goal
is to use A ’s ability to guess the cipher text with non-
negligible probability. Then, A and F both perform the
following queries.

®  Setup: F will prepare the simulation parameters
params and forward them to A . Then, it keeps the
master secret key x by itself with a subscriber i

where its publickey pk;.

Phase 1: In this phase, A can still make a query,
which is as follows:

»  Hash H; query: When F makes this type of
query, C will find out the record to see if there
isanyentry savedinthe H; hashtapelist. Ifnot,
C will compute the H; values with the H;
function. Then, it returns the hash value back to
F and stores this value into the H; hash tape
list entry.

Cipher-text query (m; , pk;): Meanwhile, F
also makes the encryption query on
(Cy1,Cy,Cs,pk; ,z) of identity j, and the
subscriber is i. C will check the H, list entry
to determine if there is any encryption record that
it has been asked before. Ifnot, C computes the
final cipher-text (Cy, C,, C3) with i’s public
key pk;.Finally, C stores the encryption value
intothe H; listandretumns (Cy, C,, C3) to F.

Decryption queries (C;, C, C3): In this type of
query, C also searches the H; list to see if
there is any entry inside. If not and it is not the
challenge one, C found the original message
m; from H, -list. Finally, it returns the result
m; back to F and stores the result in the Hy
list.

Challenge: When F has performed the above query,
it enters the Challenge phase. F can still make the
same query in this phase. Then, F prepares the
challenge message (M,, M;) and forwards this
message to C. Then, C can perform the coin flip
b" € {0,1} to choose one of them, generate the

b’
c’ =
pk;

', ct, et pk) and let P be the resul
(€7 ,C7,C37 ,pk;) and let pi; be the result

corresponding cipher text

of Encrypt(params,pk; ,m}”) with the i°’s
public key pk; and the chosen message M;,. Finally,
it forwards C p*}?? to F. Here, the only restriction is
that F cannot ask the decryption query on the
challenge cipher-text C ;‘,f; and the private key query
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of pk; orthe prefix key of pk;.

®  Phase 2: In this phase, F can still issue other queries
with some constrained conditions as follows:
>  Private key query on pk; : At this time, F
can ask only the private key query on pk; ,
where § # pk; or pk; is not the prefix of
pki.
> Decryption query on (Cpg,C*) , where
Cpr; # C;':i’ for pk; or any prefix of pk;:
We can see that F can also make other queries
same as in Phase 1.
®  Finally, F outputs its own guess result on M, where

b € {0,1}. She/he wins the above experiment if
b' = b on the challenge cipher-text C ;‘:i* of identity

pk; . Then, we can claim that the attacker F’s
advantage is

—sID— b’
AdylNp-siD=ccall (C;k*' 0,t'b, b’) _
’ i

|Pr[F = b|b' = b] —1/2], 4)
where the probability is over the random bits chosen by
C and the attacker F in the polynomial time bound
t'.
Theorem 2: In this theorem, we define that our scheme
satisfies above IND-sID-CCA secure if and only if there exists
no such adversary that it can guess the cipher text successfully
with non-negligible probability greater than 1/2 in the
experimental time bound t’ on above Indistinguishable
selective identity chosen cipher-text attack II (IND-sID-
CCA) Game.

Theorem 3: In this theorem, we also assume that (t, €) the
q -SDH assumption holds in G;, where G, is a bilinear
group of prime orders p. We can define that ifand only if there
exist no such adversaries <4 and F that can break our

approach with a non-negligible advantage larger than §+
(@s 9e-q)/p +3¢' inapolynomial ime bound t' <
t+ 0(qs “qe- q, T) with at most gs times of signature

queries, qy times of hash queries, and ¢, times of
encryption queries, then we can claim that our approach
satisfies the (t”,g +(qs " qe - q/)/p + %6’)-unforgeable
criterion and withstands the Ind-sID-CCA cipher-text attack in
the IloT architecture.

III. THE PROPOSED SCHEME

In this section, we take [18] as the building block reference
and give the symbol definition list in the followings.

3.1  Symbol Definitions



Table 1. Definition table of the proposed scheme

Symbols [Description
p  |Alarge prime order number that forms a finite primes
group.

A group order number that contains at most g 10T]
devices, where each device can be a publisher in the
same group.

t |A group order number that contains at most ¢
devices, where each device can be a subscriber in the

same group.

q

G, |Abilinear group where its order is less than p
G, |Abilinear group where its order is less than p
Gp  |Abilinear group where its order is less than p
¢  |Anisomorphism mapping operation, where
¢: Gy > Gy
e  |Abilinear mapping operation, where

e:G; X Gy, = Gp
j  |An IoT publisher that performs data collection,
encryption operations and signature operations in g
product group, with order g where
j€e{0,...,.q -1}
/An IoT publisher’s identity information, where
j€e{0,...,.q =1}

The content that one of the IoT devices attempts to
publish with other subscribers outside the IoT group
where j € {0,...,q —1} and m € Z,
A key distribution center which it could generate key)

airs to each device of the loT group.
A public key ofan IoT device j, where j belongs to
the same IoT group, ie., j € {0,...,q — 1}
A secure encryption function that is adopted by inpuf
an original plain-text m; with one subscriber’s
public key pk;, where i is one of the subscribers
with its public key pk;,where i € {0,...,t — 1}
A secure decryption function that is adopted by input
a cipher-text C; with one subscriber’s secret key
sk;, where 1 is one of the subscribers with its publig
key pk;,where i € {0,...,t —1}
A cipher-text that is generated by input an original
plain-text m;. into a secure encryption function E;.
A secure hash function that maps the points to a p|
lbits output value, where {0,1}* — Z.
IA secure hash function that maps the points to a p|
bits output value, where {0, 1}* — {0, 1}*.

C;

H; ()

Hy ()

32  Setup phase

In the beginning, there is an IoT device group whose its
members is at most g devices in the production line. Each
device can be a publisher whose goal is to collect the industrial
machine’s production information and also it forwards these
data for the subscriber outside this group. We also assumed that
there is a group manager (GM), which is equipped with more
computing resources for resign-cryption operations. The GM
performs the following steps:
®  We assumed that there exists an loT device where is j

and its setups a random generator g, € G, and let
g1 = @(g,)- Thenitgenerates its own master secret
key (x; ,¥; ) € Z; and the corresponding public
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key uj<—g§jE(Gz, vjeg;jEGz, and the
bilinear commit 3 = e(gy, g,). After generating the
above parameters, it publishes the public key tuple
(91, 92,14 ,V; ,3) tothe group members and GM.
Meanwhile, each IoT device is also preparing to collect
the subscribed information for their dedicated
subscribers. Here, we assume that there exists a
subscriber i that it has subscribed content from above
IoT device group whose its corresponding publisher is
assumed as j. Then, the GM will allocate i’s order
information to the dedicated publisher j and transfer i’s
public key pk; and subscribed time bound T; to j.
3.3 Sign-cryption phase
In this phase, the publisher j prepares the desired content
m; for the subscriber i with the time period T; and
performs the following computations:
®  Firstt j randomly chooses a random number
(R; ,1; ) € Z, and computes its signature g; with
the content message m; , and the time period T; as
follows:

¢ = pki(Rj”Hl(Rj”mj))
C;= m; @ Hy(Ry)

Cs
)

Hy(m; @ 7 |Ipk:)

1
(cj+H1(C1lIC21IC3)+yj - 7))

O'. =

J 1

z = e(g1,92)

1 .
Above TR TATA TS is computed from
module

the large prime p If x+
Hi(C||C]IC3) +y; -1 = 0, then we repeat
choice another random number 7; to computer a valid
signature. Hence, we have the final signature tuple
(0'] ) T) ’ Cl) CZ! C3, Hl (Cl | |C2 | |C3)' 2, pkl)

After j  has generated this  signature
(0'] ) T) ’ Cl) CZ! C3, Hl (Cl | |C2 | |C3)' 2, pkl)
completely, it forwarded it to the GM and GM performs
the following verification.

(O—j ;- gMicalicalica) . vjr,- ) = e(gy,g,) (6)
After GM performed signature verification of above
signature tuple sent from j, it forwards the tuple to the
subscriber i if above signature is valid.

34  Decryption phase

When the publisher i has received this encrypted message
from GM, she/he performs decryption on the received cipher
texts and the signature verification as follows:

r:
(0-] JUj gH1(C1||Cz||Cs) . vjj) =? e(gl‘gz)

D(Cy) =" D(Epi,(Rjl1H1 (R;|Im;)))
= (Rj|I1H1(R;lIm)))



C, ® Ha(R)) =" my
Hy(m; @ 7;||pk;)
Hy(R;|lmy) =? H,(R;l|my)

C3 =?
)
35 Tracing phase

When the GM has discovered that there is some content
m;- provided by some anonymous whistle-blowers. It can
search its own record list to find out if there is any record existed
or not by performing the following equation.

C; =" Hy(my- ® r7-|Ipk;) ®)

If there is a record matched in the list, the GM can find out
the related subscriber’s public key pk; , where i* €
{1,,,t — 1}. Ifabove C; is found, the GM also found the
related signature assumed itas o;" in its own database. Then,
it could perform the signature verification on this o;". If the
result is valid, then it can find the related cipher-texts and
signature on the message m;- assumed it as
(oj+, C{, C3,C5 , ). The GM could upload the above tuple
to the judge and ask the judge to help find out who is the real
traitor. The judge can ask the subscriber i with the public key

pk;~ to decrypt the C;{ and C, to see if there is a match
with the distributed message m;~ .

IV. FUNCTIONALAND SECURITY
ANALYSIS

In this section, we offer an efficiency comparison with
other schemes and provide a functional analysis in the
followings.

41  Undeniable property

In this proposed scheme, only the subscriber z can obtain
the final subscribed content M and the corresponding
signature from the GM. She/he can verify signature o; with
encrypted message content (Cy, C,, C3). from the equation 7.

4.2  Designated Cipher-text

In our methodology, the attacker can not know the real
message from the intercepted cipher-text (Cy, €5, C3, 0j , 2)
without the subscriber i’s private key. Only the subscriber i
can correctly decrypt above cipher-text (Cy, C, C3) after
verifying the signature g; with 3.

4.3 Efficiency comparison

In this approach, our scheme can be implemented
efficiently by algorithms such as the elliptic curve. Initially, we
take the elliptic curve (ECC) algorithm as our building block
and set up the key length to be 256 bits long. At this time, we
adopt the Barreto-Nachrig [13](BN) curve as our
implementation algorithm. Its security level is comparable to
that of the RSA algorithm with 2048 bits key length.
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After setting up, we define each operation in our
methodology. First, we let ec,,,; be the elliptic curve point
multiplication operation, ec,qq be the point addition
operation, ec,, be the pairing operation, and E,; be the
public key encryption under the public key pk; , where i €

{0,...,q}. H is the hash operation, and mu is the
multiplication operation in a big prime modulo in [13] and [14].
On the other hand, we also take the MCL [15] library and four
raspberry pi 4 development boards which each of them is an
ARMV8 Cortex-A72 processor as one of the publishers IoT
devices for implementation simulation. We also select one of
them as the group manager to perform the group signing
operation and transfers packet to the subscribers through the
help of Edge server We also take [13]’s result as our
approach’s performance time evaluation reference. From
Table V of [13], we define that the computation time cost of
€Cqqq 1s approximately 1 ms, that of ecy,; i
approximately 0.75 ms, that of ec;,,,, is approximately 1 ms
and that of e is approximately 3.88 ms. Then, we summarize
the efficiency of our approach and compare it with those of
other schemes in Table 3. From Table 3, we discover that our
scheme’s performance is better than that of others. In Figure 4,
our approach’s cost is the lowest compared to those of other
schemes [8], [9] if the IoT subscriber number is up to 500 nodes.
From the Figure 5, we also can see that our approach is about
3 times faster than [9] in the publisher’s side during the
transferring packet size in the mega-bits message length. In
addition, our approach can speed up to 6 times faster than [9]
in the subscriber’s side of the Figure 6 in the communication
overhead. In Figure 4, our approach is about 3.78 times faster
than [9] under 5000 nodes simulation.

Table2. Testbed of the proposed scheme

Devices
Publishers

Edge Server
Subscribers

Description

3 Raspberry pi-4 Development boards

1 PC (With Intel i7 CPU-3Ghz 4GB Memory)

1 laptop (With Intel i5 CPU-244Ghz 4GB
Memory)

Table 3. Performance cost comparison of other three

schemes
schemes publisher edge subscriber
server
Esposito et al. [8] 12EXP+3Pa 0 12EXP+5Pa
Cuietal. [9] 13EXP+3Pa 1EXP  13EXP+5Pa
mTLS [16] 12EXP+3Pa 0 12EXP+5Pa
Our scheme SEXP+4Mu 0 3EXP+1Mu

q: A group order that contains at most g IoT devices
mTLS: An anonymous TLS (mTLS) scheme implemented
from [9]

EXP: The exponential modular operation

Mu: The multiplication operation

Pa: The pairing operation




V. CONCLUSIONS

In this section, we show that our approach is an efficient
and practical message re-signature scheme for the IloT
publisher/subscriber model. Our approach can offer data
protection on the subscribed topic content and our proposed
scheme can provide the re-signing property for the group
manager or the powerful trusted parties to regenerate the
signature with data anonymity protection to the desired
subscriber. On the other hand, the subscriber’s content can be
traced with a re-signature, which can be used to revoke
subscribers who distribute its content to other subscribers
without continuing order. This tractability is beyond this
research scope. In the future, we will continue to design a
hierarchical content designated signature scheme for the lloT
architecture that can allow different level subscribers to order
their specified designated content under one cipher-text
received in the subscriber side. At the same time, we will also
provide a security discussion in future works.
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Figure 3. Our Approach Architecture
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APPENDIX
PROOF OF THE PROPOSED SCHEME

Proof 1: Proof of Theorem 3

In this section, we prove Theorem 3 in two ways: the proof
of Theorem 1 and the proof of Theorem 2.

First, we also assume that there exist some attackers to
break the one more unforgeability of our proposed scheme. We
give two types of attackers: C, whose goal is to break the [ —
WBDHI* problem in G of our approach, and A, whose
ability is to forge a valid signature. Then, C will perform the
following phase to generate system parameters and simulate
the environment to let A launch its attacks inside. C also
selects two generators (g, h) € G fromthe [ — wBDHI*
problem and enters the next phase.



Setup phase: After entering this phase, C will choose
itsown privatekey s € Z; andlet s be the group
master secret key gmsk. Then, it also produces the
corresponding group public key gpk and lets
(9.h.g° 9" .y1,....y,) be gpk . When the
above parameters are already set, C forwards these
parameters to A and starts to simulate the
environment of our approach in the following,

Phase 1: At this time, C will allow A to ask some
types of queries, such as the following,

>  Hash H;query: When A inputs (T, 6gp )
for the target subscriber z’ with time bound T,
to make the H; query, C will check the H,
list to see if there is any entry inside. If not, then it
will input them into the hash function and
generate the corresponding hashed values back
to A.

Cipher-text query (M, Ty, 8¢, Nem, j, Pk2):
If A sends this type of query on the above
messages to C, C also searches the H1 list to
determine if there is any entry of (Cpi, ,C™)
inside. If not, C computes (Cp, ,C*) with
3’s public key and finally sends it back to A.

Signature query: When A forwards this type
of query on the IoT device ID;, C checks the
H; list to determine the results. If not, C
computes &), andreturnsitbackto A.

Decryption queries (Cpy, ,Cy,j): A can
also launch this type of query on the cipher text
(Cpk,» CyyJ) - At this time, € will prepare to
decrypt these cipher texts with the subscriber
3’s private key.

Re-signing key query: At this time, if A
lunches this query on the publisher j, C finds
the entry from the H1 list and returns the
corresponding re-signing key back to A if
there exists an entry inside. If not, it performs the
following steps. C generates the final re-
signing key with its own private key s and
outputs (r,--zﬂ ,hReM) to A . Then, C
j

stores this re-signing key into the H; list.

»  Group manager signature query: In this query,
we assume that <4 may launch this query to C
with the publisher j’s identity ID;. C can
generate the final group signature from j’s re-
signing key searched from the H; list. Finally,
c produces  the group  signature
(bem» Cpkz ,C7, H?:l le, h¥, gpok,g,h)
and forwardsitto A.

Challenge phase: After the above queries are made,
A enters this phase and can still make the same queries
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asaboveto C.Itsonly goalisto forge the [+1-th group
manager signature after she/he has made [ times of
group manager signatures to C. If and only if A can
forge the [+1-th group manager signature from our
above experiment with a non-negligible probability &
in a polynomial time bound t, then C canuse A’s
ability to forge the [+1-th group manager signature
called &y, ;. Hence, we have

Adv" ™M (6, 6)
= |Pr[A(6,t) = (8| Verf(6,41) = 11|
< Pr[A6,t) = (641)]

&

“Qs*qn *4dp * re

with at most gy times of IoT member signature
queries, qp, times of H; and H, hash queries, qp
times of cipher-text decryption queries, and qp, times
of re-signing key queries in a polynomial time bound ¢
and with probability €.

Proof2: Proof of Theorem 2

In this subsection, we continue to prove our Theorem 2.

We still assume that there exist some attackers, one of
which is the simulator C, which attempts to solve the [ —
WBDHI* problem in G, and the other of which is F ,
which attempts to guess a subscriber z ’s cipher-text
successfully with non-negligible probability. € simulates the
following experiment with attacker F.

Setup phase: In this phase, C will choose some
random numbers from the [ — wBDHI* problem
and set them as one part of the group public key. First,
C selects (V1,...,Yq) from the | —wBDHI”
problem and also chooses a random number s € Z,
as the group master key gmsk. Finally, it computes the
corresponding group public key gpk = g° and
forwards (gpk,yi,..-,Yq,9,h) to F. Here, C
also simulates the target subscriber is z and its public
keyis pk,. After the above parameters are completely
setup, C starts to simulate the following phase.

Phase 1: C simulates phase 1 and queries which F
may alsoask C in the following.

»  Signature query: When F forwards this type of
query onthe IoT device ID;, C checksthe Hy
list to determine the results. Ifnot, C computes
6ou andreturmnsitbackto F .

»  Hash H; query: Inthis query, F cansend this

requestto C. C willsearchthe H; listtoseeif
there is any entry inside. If yes, it returns the
found hash values to A . Otherwise, C will

(D



accept F’s request and return the hash values to
F .

> Ciphertext query (M, T, , 8¢, Nom» jr Pkz):

If F has sent this type of query with those
parameters, C adopts 3z ’s public key and
makes the cipher-texts (Cp, , C*). Finally, C
forwards them back to F

»  Decryption queries (Cpy, ,C*, j): If F
sends this type of query, C will also check to see
if there is any decryption result in the H; list
and j isequalto 3 ornot. If not, decryption is
performed on  (Cpi, ,C*) with j ’s
decryption key. Otherwise, C also restores the
decryption result to the H; list, where it
contains the z’s plain-text record.

»  Re-signing key query: In this type of query, F
can also launch this query to C. C also finds
the related records and forwards them back if
found. Ifnot, C will input her/his master secret
key to perform the re-signing key protocol to
generate  the  final  re-signing  key

(LLSB6M  pRemY)  When € has obtained

d j ’
this re-signing key, it sends it back to F.

»  Group manager signature query: In this query,
F can ask C to perform the group signature
with the input §; and the message M. At this
time, C generates the final group signature
(6GM' Cpkz ) C*' Hg=1 lt ) hk' gpk' 9, h)
and forwards it back to F.

Challenge phase: After the above queries have been
askedby F, F enters the next phase. In this challenge
phase, F will prepare a target message pair
(My, M) and the target subscriber p and forward
them to C. C will start coin flip b and choose M,
to be the challenge cipher-texts ( Z’JIkp, ,» C""), where
b € {0,1}. C transmits the challenge cipher-texts

;’;’kp_b.C”) back to F . Here, F can still also

make the queries, but there is only a restriction that F
does not allow to ask the decryption query on the
challenge cipher-texts (Cz’,’kp’ ,» C"") orthe decryption
key of subscriber p.Ifandonlyif F outputs the guess
result b’ on its coin flip with non-negligible
probability &' in a polynomial time bound t', then
we have

Adl?énﬂ_SID_CCA”(H tl)
= |Pr[F(6,t',CY, ., C")

) Pkp,b’

- (Mp)|Pr[b" == b]]|

< |(Pr[F(6,t',CL, ., C")

) pkp,b'
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= (Mp)]) * (1 = Pr[b" # b])|

< = (Pr[F(6,t',C}) C”)»(Mb')])s%sn

) pkp,b'

N =

From the above two lemmas, we can conclude that the
total advantage is

One-Unf,Ind—sID—CCAII "
Advg 7 0,t")

< (Advl ™" (6,0)

+Adl7gl:g_SID_CCA” (9’ tl))

&

1
+-¢&).
2L g5 qn - qp * qge

(
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