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Abstract

The integrity scheme for a single source based
on homomorphic signature cannot handle a combined
message's signature from multiple sources with
different private keys. The main reason is that the
signature schemes will not hold the homomorphism if
the unique secret key is replaced by distinct private
keys. This also means the forwarding nodes could
not generate a valid signature for a combined
message without knowing the source keys.

In this paper, taking advantage of vector Merge
algorithm and homomorphic hash  function, we
propose an efficient data integrity scheme for
multi-source securing network coding against
pollution attacks. Firstly, each source node
computes raw massage's hash values and uses a
secure mechanism to sign the hash values, and then
appends the hash values and its signatures to each
message sending to forwarding nodes and sink
nodes. The forwarder can verify the integrity of
network coded data from different source nodes
without knowing the sources private keys and
generate the hash for the combined messages. The
security of the scheme relies on the Discrete
Logarithm problem and Co-Diffie-Hellman problem.
Keywords: Multi-source network coding, Data
integrity, Aggregate Signatures, Homomorphic Hash
Function

1. Introduction

Network coding was first introduced in [1] as
an alternative to the traditional routing networks, and
it has been shown to improve the capacity and
achieve the optimal throughput in network [2],[3].
Furthermore, network coding can reduce the amount
of transmissions in wireless networks[4],[5].
However, network coding may face potential
pollution attack threats; if some routers in the
network are malicious and forward invalid
combinations of received packets, then these invalid
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packets get mixed with valid packets downstream and
quickly pollute the whole network. Prior works for
intermediate nodes verifying the validity of incoming
vectors are based on one of two primitives:
(collision-resistant) homomorphic hash functions
[8][10] or homomorphic signature
schemes[11][12][13]. In  both cases, the
homomorphic properties are used such that the
signature (or hashing) operation on a linear
combination of wvectors results in a corresponding
homomorphic combination of signatures (or hash
values).

For multi-source networks using network
coding, signature scheme is considerably harder than
the single source problem. In this systems, packets
originating from multiple different sources are
encoded together, and the homomorphic signature
schemes will not hold the homomorphism if the
unique secret key is replaced by distinct private keys,
which means that the forwarding nodes could not
generate a valid homomorphic signature for a
combined message without knowing the source keys.

The remainder of this paper is organized as
follows. In Section 2, we briefly discuss related work,
and we discuss the novelty and contributions of this
paper in Section 3. Then we introduce complexity
assumptions and cryptographic primitives used in our
approach in Section 4. The detailed design and
security analysis of our scheme are presented in
Section 5 and 6. Finally, we evaluate the performance
of the proposed scheme in Section 7,and conclude
this paper in Section 8.

2. Related Work

Krohn [10] first presented a homomorphic
hashing scheme, which allows a verifier to verify the
integrity of rateless erase codes. This approach was
extended by Gkantsidis and Rodriguez (denotes as
GR’s scheme)[15] for securing the file distribution
systems built on top of network coding technique.
However, one drawback of GR’s scheme is that it
needs an extra secure channel to broadcast the source
hashes to all the forwarders.

Charles (denotes as CJL’s scheme)[12] defined
another similar model based on homomorphic
signature scheme over elliptic curves. However, the
pair-based operations used by CJL’s scheme are
much slower than the modular exponentiation
operations adopted in GR” s schemes.
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Gennaro [14] proposed a homomorphic
signature based on the RSA assumption and showed
how to work with small coeffcients over the integers
in networks of bounded size.

Catalano [16] introduced two new network
coding signature schemes. Both of the schemes are
provably secure in the standard model. Not only
could the above existent signature schemes be used in
single source network coding system, but they are
limited to be applied to multi-source network coding
system which is more prevalent in networks.

Recently, Agrawal et al. [19] and [18] proposed
their schemes to defend against pollution attacks in
multi-source network coding. Agrawal et al.[19]
introduced a merge algorithm into their work to
generate the public keys and signatures at
intermediate nodes. Laszlo’s work [20] is built on
bilinear pairing, and the way they sign the packets is
similar to Jonathan’s [11] method. Both [19] and [18],
however, have a common drawback that the size of
signature grows linearly with the number of the
sources. If a packet is mixed by | original packets,
then the length of the signature on this packet is |
times the signature length in single source network
coding. That is unpractical.

Shao [20] proposed a new network coding
signature scheme to be proven-secure in the standard
model. In Yang’s work[21], the intermediate nodes
therein can verify the integrity and origin of the
encoded messages received without having to decode
them, and the receiver nodes can check them out and
discard the messages that fail the verification. By this
way, the pollution is canceled out before reaching the
destinations.

3. Our Contribution

In the paper, we present a new integrity
approach which is different from an existing scheme,
because of taking the Merge algorithm [19] as a basis
and exploiting homomorphic hash function [10], and
the scheme overcome drawback that the
homomorphism can not hold if the unique secret key
is replaced by distinct private keys in multiple-source
network coding. The scheme works as follows : First,
each source node computes raw massage’s hash
values and uses a secure mechanism to sign the hash
values, and then appends the hash values, and its
signature to each message sends to intermediate
nodes and sink nodes. The forwarder can verify the
integrity of network coded data from different source
nodes without knowing the sources private keys, and
generate the hash for the combined messages.

Our security proof shows that creating a valid
hash for a vector outside the linear span of the original
message vectors is difficult, and forging a signature
for hash is at least as hard as solving the Co-Gap
Diffie-Hellman problem. The proposed scheme also
does not need any extra secure channel to broadcast

the source hashes to all the forwarders. Computational
results show that the algorithm outperforms the
Laszlo’s scheme in verification process and the whole
runtime of the algorithm when source nodes
m >300.

4. Definitions and Preliminaries

In this section, we first introduce bilinear maps
and several complexity assumptions. Then we briefly
describe several cryptographic primitives we use in
this paper.

4.1 Bilinear Map

LetG,,G, be multiplicative cyclic groups of
prime order p;letg,, ¢, be generators of G,. A
bilinear map is a map e:G, xG, - G; with the
following properties:

®  Computability: There exists an efficiently

computable algorithm for computing map
e.

® Bilinearity: For allu,ve G, and a,beZp,
e(u?,v*) =e(a,b)®.
®  Non-degeneracy: €(g,,0,)=1

4.2. Complexity Assumptions
Definition 1 Discrete Logarithm Problem For

aeZ, given g,h=g"€G,output a.

The Discrete Logarithm assumption holds in
G, if no t- time algorithm has advantage at least
& insolving the Discrete Logarithm problem in G,
which means it is computational infeasible to solve
the Discrete Logarithm problem in G, .
Definition 2 Computational Co-Diffie-Hellman For
aeZ,, given @,,0; €G, and heG, compute

h® eG, .
The co-CDH assumption holds in G, and

G, if not -time algorithm has advantage at least &
in solving the co-CDH problemin G, and G,.

4.3. Homomorphic vector Hash Function
(VH)
A homomorphic hash function was introduced
in [10] and extended for network coding in [15]. Let

G be a cyclic group of prime order p in which
the discrete logarithm problem is hard, and the public
parameters contain a description of G and d random

generators 0,,0,,....,d4 €G Then a homomorphic
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hashing on messagev:(vl,vz,...,vd)eZp can be

d
computed as: H (v) = def H gJY" It is easy to verify
_ j:l
that the functions
properties:
® Homomorphism For any two messages

scalars m;,m, and w,,W,, it holds that

hashing satisfy  following

H (Wlml +W2mz) =H (ml)w1 H (mz)w2 .
® Collision Resistance There is no
probabilistic  polynomial-time  (PPT)
adversary capable of forging m,
satisfying both m, = w,m, +w,m, and
H (ma) =H (ml)w1 H (mz)w2 .
Theorem 1 The homomorphic hashing functions is
secure assuming the discrete logarithm problem in
G is hard.

4.4. Multi-source Network Coding
We model multi-source network as a directed

graph (V,E) consisting of a set of nodes V and
a set of edges E . There are d source nodes
s=(s,,S,,...,S4) €V and they wish to send a set of
messages to a set of destination nodes
TcV .Before transmission, the  source
S (k=1,...,d) split the data F into a set of m

vectors v e F' (i=1,..,m) each source node

then appends a unit vector of length m to the
vectors Vi(k) to create m augmented vectors

v given by
,—_Jb
\7|(k) = (_V|(k) _0101-"111010""’0) € Ferm '
Y

wherek =1,...,d;i=1,...,m. i.e., each original vector
vi(k) is prepended by the vector of length m

containing a single "1' in the ith position.These
augmented vectors are then sent by the source as
packets in the network.

Each forwarding node in the network processes
packets as follows. Upon receiving packets

W,,W,,...,W, on its | incoming communication

|
edges, a node computes the vector y:ZﬂiWi ,
i=1
where each 3, € F,. The resulting vector y is then

transmitted on the node’s outgoing edges. That is,
each forwarding node transmits a linear combination
of the packets it receives.

5. Homomorphic Hash-based

Integrity Scheme

The proposed integrity scheme is based on
homomorphic hash cryptography. For a raw message

Vv, , source nodes S, computes raw hash value

h.=H(v,), and uses a mechanism to sign h,, in a
way that allows verifiers to verify the authenticity of
h.. When a verifier receives an linear combination

message Y=ZI:ViWi along with m pairs of (raw
i=1

hashing value, weight) (h,w.), it first determines

whether the hashing values are valid, and then

verifies the message’s integrity by checking whether:

[T =H)

We also exploit aggregate signatures scheme
[17](denoted as BGL’s scheme )to authenticate h; .
The B GL’S scheme base on bilinear maps provides
general aggregation, where anyone can combine
signatures into an aggregate at any time without the
cooperation of the signers.

Agrawal et al [19] proposed an algorithm
Merge that merges the lists of identifiers contained in
aggregate vectors and adjusts the vectors’
augmentations. The algorithm does not itself linearly
combine vectors, but rather it prepares aggregate
vectors to be mixed together. For our multi-source
network coding, we have

79 = (- —a®) e

Where ai(k) denotes augmentation components. If the

vectors come from different files and we must
introduce additional augmentation before we can

linearly combine the vectors. In this case we define:
d-1

—
70 =(—~v® —a®,0,0,..,0) € F*"

d-1
—
v =(-v?-,0,a",0,0,..,0) e F*"

d-1
——
V@ =(-v{-,0,0,..,0,a") e F*"
Where 0 denotes a length m zero vector. We
assume forwarding node receives C message from

different source nodes, and L denotes a c element
subset of [1,n]. Forwarding node divides set L into

d subset L, L,,..,L,, where L, is the subset of
receiving message from source node S;. And the
number of message in subset L is C, , and we have
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d
c=Yc,L=Lul,-L,.
i=1

Given set of weights of every source nodes
,Bij(i=1,2,...,d;je L) and c vectors from

d
different source nodes, where €= Zci , we have:

yZZZﬂij\’;j

i=1 jely
= (Y Yare Yoo Yoemoeoos Yaeam)

The data components are mixed together, but the
augmentation coefficients remain separate.

There are three parties in the system: the
sources, the forwarders, and the sinks; each source is
identified by an identifier. The basic scheme mainly
consists of five algorithms: Setup, KeyGen, Sign,
Combine, Verifying . Let NS = (Setup, KeyGen, Sign,
Combine, Verifying ) be a signature scheme, and our
network coding signature scheme NS is as follows:

®  Setup : Given a security parameter 1%,

the system does:

1). Generate bilinear group tuple
(G,,G,,G;,e), where G,,G,,G;
have prime order p that efficiently

support a  bilinear  mapping
e:G, xG, > G; .Choose
generators @, < G \{l}  for

i=12,..,n andg « G, \{l}.
2). Let H,:{0,1} G, be a hash
function.

® KeyGen: The source S; picks random
X, €Z, and computes p,=g" . The
source’s public key is P, , and private key
is x,€Z,.

® Sign: The source S; does:
1). Computes h =H(v,)=] ]9} .

j=1
2). Computes t, =H,(h,id) eG,.
3). Computes o, =t €G,.
Then source nodes append the h, and its signature

o; to every message sending to the network.

® Combine : We assume forwarding node
receives C message from different

source nodes, L denotes a ¢ element
subset of [L,n] Forwarding node

divides set L into d  subsets:

L.L,,...L; > where L, isthe subset of
receiving message from source node S, .
And the number of message in subset L,

is C : We have
d

c=Yc,L=Lul,--L, , computes
i=1
d ~

y= ﬂijVj .
i=1l jel;

®  \krify: By a verifier with the knowledge

of V,, vector’s hash h , and theirs

signature o;, yekF,.

C
1). The verifier computes o = HO‘i .
i-1

2).if (@) :e(o,9) :ﬁe(ti, p;)

and

d n
(b) HH hjyn+(i—l)m+j — H gjyj
j=1

i=1 jel,
then outputs O (accept), otherwise outputs 1
(reject).

Correctness:
(a) Verification the signature of message’s hash

o(0,9) =e([ Jor.0) =e([ [t.9) = [ [e" 9)

:ﬁe(ti ) pi)

(b) Verification the integrity of message
d ~
y=22 BV
i=1l jely

= (Y1, Yarees Yoreos Youmoeos Yoeam) » Where

yl:ZZﬂij(/lj

i=1l jely

d ~
yn :ZZﬂijV"j

i=1l jelj
Yos(i-yme j =B
d
e
i1 el
d n n d

A o Z:Z vvlkﬂlj

= (1o =TTo=
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6. Security Analysis

The complication arises from the fact that the
forwarding nodes wish to combine vectors from files
produced by different sources, but each source knows
nothing of what the other sources are doing.

Theorem 2 The data integrity scheme NS is secure
assuming that VH is a secure vector hash function,
and BGL is a secure signature scheme. In particular,
we assume there exists a polynomial-time adversary
breaks NS. Then there exists a polynomial-time
adversary

polynomial-time algorithm

space hash VH, such that :

NS_Adv[A, NS] < Sig
Hash_Adv[X; VH]
Where NS_Adv[A, NS]

Adv[B, BGL] +

is the probability
that
scheme NS.

6.1. Signature Forging

In the scheme, data integrity is verified by
homomorphic hashing ; then the forwarder uses the
aggregate signature [17] to verify the authenticity of

all raw hash values. For each hash’s signature ;) >

we have e(c,*,g)=e(t", p,) .Theorem 1 of [17]
proved the existential unforgeability of the signature
¢“ under a chosen message attack in the random

oracle model assuming G, and G,are a co-gap
group pair for computational Co-Diffie-Hellman. For

[
aggregate  signature o =[]o, ., we have
i=1

C
e(a,g)zne(ti, p;), and the aggregate signature
i=1
scheme is proven secure in the random oracle model,
on the assumption of hardness of computational
based on Co-Diffie-Hellman problem. Therefore, we
can conclude that our signature scheme is secure
enough to defend against signature forging.

6.2. Hash Collision
(a) Attack at source nodes

Adversary may either generate a hash collision
for the massage vector or forge a message vector
which can pass the verification. According to
Theorem 1, for each source node, it is
computationally infeasible to find two different

30

messages Ve F™" and VeF™" such that

n n
I197 =]19; . since adiscrete logarithm problem
i=L j=L
is hard. Therefore, we can conclude that any source
node can not forge a message for other source’s
vectors which can pass the verification. In the second
case, the vector’s hash (together with a unique file
identifier ID) can use a secure traditional standard
signature scheme.

(b) Attacks at forwarding nodes
We assume each source’s massage vector
belongs to one subspace

v 7 v n+dm
V =span{V,,v,,...V, } < F*"".

For any message vector Yy at forwarding nodes:

d
[] that forges\siekp tasey) a
[ that breaks )flze Vccfory Z‘B;EL v
An adversary may break our scheme at forwarding
nodes by the following methods.
1). Generating a forged hash for a given
message vector .
The collision resistance ensures that
[T wins the satlupaeketsmwitr the dameritaghibelong to
the same vector space. If an adversary
wants to forge a hash h for a linear
combination y , from the viewpoint of

adversary, the probability is that h =his
}/p ., which is negligible.

2). Forging a message vector
A smart adversary may attempt to

forge a message y' , such that
d
y£> > BV, , but
i=1 jel;
d
h(y)=h(Q>.> B;V,). If the forging
i=1 jel;

message Y 'can pass the verification, it must
n . n

satisfy: [ ]9’ =] ]9} - Itis infeasible

j=1 j=1

to find different messages vector Y 'since a
discrete logarithm problem is hard.

7. Performance Valuation

In this section, we first evaluate the proposed
scheme in terms of computation overheads from
theoretical analysis. After that, we present the
experimental results.

7.1 Computation Cost
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We now compare the performance of our
scheme with previous works [7] and [18] in terms of
computation overheads. We define the computation
cost of the primarily cryptographic operations as

follows. LetC, , denote the time cost to perform one
exponentiations operation; C, denote the time cost

to a pairing operation; C_, denote the time cost to
a multiplications operation; MSP denote multi-source
supporting. We neglect all the operations such as
addition operations for the sake of simplicity. We also
assume the verifier nodes combine C vectors from
different sources; n and d denote the dimension of
vectors and the number of source nodes, respectively.
According to linear network coding signature theory:
n>d,n>c and d>c.

Table 1: Computation Overhead of Verification

Operation
Scheme | C,, Coui Coar | MSP
[7] d+n d+n-1 2 NO
[18] 2d+n | d+n+c-1| c+1 | YES
Ours n+c d+2c-1 | c+1 | YES

Table 1 shows the dominant operations of the
three signature schemes in terms of verifying an
encoded packet. The verification in our scheme
requires C+1 pairing computation and n+c
exponentiations, so there has the optimal computation
complexity on average. The more important is that
our scheme exploits the vector Merge algorithm
combining difference messages coming from
multiple sources, so there has perfect extension in the
multi-source network coding signature scheme.

7.2 Experimental Results

In order to provide numerical results, we
implement the performance of the signing and
verification operations in different cases. Our
implementation was written in C using the
Pairing-Based Cryptography Library(libpbc)[22]. The
computations are run on PC with 2.9 GHz CPU
frequency and 4 GB of RAM, using Linux operating
system. The main properties of different tested
parameters are summarized in Table 2.

In the experiment, we utilize two elliptic curves:

One is Type a with a base field size of 512 bits and an
embedding degree 2, and the other is Type e with a
base field size of 1024 bits and an embedding degree

1. The security levels are chosen to be |p|=512
and |p|=1024, respectively.
Table 2: Main properties of tested pairing

o Base Dlog deg;ee
yp field(bits) | security(bits) curve

a 512 1024 2

| e | 1024 | 1024 | 1 |

Table 3: Dimension of Vector Corresponding
message Bytes

n 5 10 50 100
Type a | 320bytes | 640bytes | 3200bytes | 6400bytes
Type e | 5KB 10KB 50KB 100KB

In Figures and Tables,
« d denotes the number of source nodes;
* n denotes the dimension of message vectors;

7.2.1 Performance of our scheme

We demonstrate the effectiveness and
efficiency of our proposed mechanism in the
signature process and verification process at different
pairing parameters. For each source node,
computation costs for the signature mainly rely on the
message size. In this experiment, we set the number
of files d =50, and the dimension of messages set
to n=10,50,150,200 , whereas the pairing
parameter is fixed at Type a and Type e. For the sink
node’s verification, the efficiency of computation
mainly depends on both the number of files and the
message size. Thus, in this experiment, we set the
length of message at 3200 bytes, and the number of
files d is set to 10, 50, 100,200, 300.

The run time results of the verification process
and signature process are plotted on Fig. 1. From Fig.
1, we can see that the computation cost of the
algorithm heavily depends on the selected Type of
paring parameters; and for each paring parameters, the
computation cost increases with the increasing the
dimension of message vectors.
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Figure 1: Computation costs of the signature and
verification operation

7.2.2 Comparison analysis

We now compare the performance of our
scheme with previous work, Laszl0 ’s scheme [18] in
the experiments. Table 4 shows our algorithm
outperforms the LaszI0 ’s scheme when source node
d >200.

Table 4: Total run time(s) for algorithm in Type a

d L aszl’0’s scheme Our Algorithm
50 5.70 5.69
100 11.16 11.20
200 21.61 22.20
300 33.25 32.69
350 38.26 37.95
400 44.98 41.46
600 66.51 62.07
8. Summary

We propose a homomorphic hash-based
integrity scheme that provides a cryptographic
solution against pollution attacks for systems using
inter-flow network coding with multiple sources. Our
scheme overcomes that single source cannot handle
mixing of packets from multiple sources, and
homomorphism can not hold if the unique secret key
is replaced by distinct private keys. Because it can
combine different messages coming from multiple
sources, this implies that the scheme is suitable for
practical purposes.
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